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Introduction:

Why is DRM so controversial?  What is it that makes people either strongly agree or strongly disagree with DRM? The answer is the internet and the digital divide. Because the internet and computer technologies are relatively new on the scene, there exist conceptual muddles within this new digital realm. Ambiguous concepts are guiding our use of the internet and computer technologies within it. We are just beginning to understand that the internet and the digital divide are a public forum where information is readily available to anyone who can acquire it. As a result of so much information being sought after copyright laws are emerging and restricting use to this information. Confusion about the free use of copyrighted information and the owners of this information who claim ownership rights are becoming commonplace. 
These conceptual muddles or ambiguous concepts that guide our use of internet and computer technologies today are a product of the digital divide being logically malleable. Unlike technologies in the physical realm computer technologies can perform a variety of functions. Computer technology can perform as a video game, word processor, a spreadsheet, a medium to send and receive email, and a website. This ability to perform on a broad scale makes the internet and computer technology extremely malleable or full of behaviors, if you will. Thus conceptual muddles exist and with it policy vacuums; no rules, laws, or norms guide our use of the digital realm.
What is DRM?

Digital Rights Management (DRM) is a simple concept to understand without going into the numerous explicit examples of its use, although we will look at some real life examples soon. DRM restricts the use of digital content through technology. According to the World Wide Web library, DRM “describes a range of technologies which allow control of distribution and access to information” (WWW library). It is an access control mechanism used to prevent unwanted copying or conversion to other formats of copyrighted or intellectual materials. 

The main issue with DRM is not its definition. The main issue is that there are two sides taking opposite positions on weather DRM should exist or not. Since DRM was initiated two sides have been building cases for its use and for its prevention of use. On the one hand DRM enables copyright owners, such as Napster or iTunes, to have proprietary ownership of their digital content. On the other hand the Free Software Foundation (FSF) has led the way for its removal as a digital content access technology. They argue that information over the internet was meant and should always be free. Free in the sense that it is free to the public domain of knowledge, not free money wise.

In looking at DRM I look at these two sides of the equation on weather DRM should exist or not. I also look at the origins and history of DRM as well as some examples of DRM. But the emphasis of this final project will be on these two opposing sides of DRM. By understanding the two sides of DRM we understand the crux of DRM. 

To understand exactly what DRM is we should look at a few examples. DRM can be any technology that controls access to information. A company programs its server to block the forwarding of sensitive emails, a movie studio includes software on its DVDs that limits the number of copies a user can make to two, a music label releases titles on a type of CD that includes bits of information intended to confuse ripping software; these are all examples of software programs that limit access to information giving back to the copyright owners ownership of material once considered to be freely shared.
DRM encompasses many technologies and is sometimes referred to as Technical Protection Measures (TPM) because of its control access to certain technologies. Some also euphemistically refer to DRM as Digital Restrictions Management; these individuals or groups being against DRM.

History of DRM:
The impetus for DRM came from the Big 4 music organizations in the country. Sony BMG, EMI, Warner, and Universal together control 70% of the world’s music industry. As Apple introduced its iTunes store the Big 4, because of piracy concerns with the recent Napster controversy, wanted Apple to include DRM technology in its iTunes store.

The rest is history. As more and more controversies like Napster popped up in cyberspace, as more and more proprietary information sought to be owned by individuals or groups, DRM became the technology that protects the ownership of this information.

DRM grew from protecting music files from unwarranted use and reproduction to protecting any kind of proprietary information over cyberspace.

However, according to Steve Jobs of Apple computer, “DRM restrictions only account for 3% of the total music sales. Most music files are ripped from CDs and used over the computer without using DRM for control of access.” Jobs argues that if only 3% of music files are using DRM why not get rid of DRM and let the music be listened to as one wishes- freely? 
Origins of DRM:
In the early days of the computer and the internet people shared and exchanged information freely. There was no need for a control access mechanism such as DRM to exist as information was seen as free. Computer programmers freely shared their creations with others without the fear of reprisal. Early file sharing with companies like Kazza happened without thought of ownership. Music files were ubiquitously shared amongst anyone.
But as technology grew information also grew, grew to a point where now there is a complex environment within the digital realm. Information, proprietary information, is today being seen as private property. This ownership of information through the digital divide is, ironically, today, as prevalent as ownership within the physical realm is, maybe more so. 

Today DRMs main task is to protect ownership of this information from piracy, unwarranted invasion, and theft. It is a turnaround from the early days of the internet where free information was the norm not the exception. With the advent in copyright laws owners of proprietary information now have a chance to protect their copyrighted material from being used without consent. No longer is information over the digital divide free and easily shared without fear of retribution. Today instead of a free domain of public knowledge, rules and regulations are guiding our use of digital information.  

The Two Sides to DRM:
Now we come to the crux of DRM. DRM has two sides to its existence. The first side is those that would deny DRM as an access control mechanism while the second side is those proprietary owners of information that are in favor of DRM to protect their content.

Two statements capture the essence of the two sides of DRM. The first statement by Microsoft website states that “(DRM) is a proven platform to protect and securely deliver content for playback on computers, portable devices, and network devices” (Microsoft Website). This statement is clearly for those in favor of protecting proprietary content - DRM. 

The second statement from the Electronic Frontier Foundation (EFF) states “These DRM technologies do nothing to stop copyright pirates, but instead end up interfering with fans' lawful use of music, movies, and other copyrighted works” (Electronic Frontier Foundation EFF) which clearly defines DRM as restrivtive.
The most famous case, however, that demonstrates support for, and against, DRM is Napster v. the Recording Industry Association of America (RIAA). In December 1999 the RIAA sued Napster owners and operators for distributing copyrighted music over the internet. The origins of Napster’s actions stem from the Moving Picture Experts Group which developed the technology of electronic media storage for MP3s. With the use of ripping a disc the unauthorized unwarranted use of proprietary music files were now in the hands of the general public. Those proprietary owners of copyrighted music files, like RIAA, contend that DRM technologies are necessary for preserving ownership and protecting unwanted or unauthorized use of owned information.
Under the Fair use provision of the copyright act of 1976, which Napster tried using in its defense, users of proprietary content are within legal rights if they use copyrighted material for purposes such as criticism, comment, news, reporting, teaching, scholarship, and research, thereby restricting owners of actually owning their content outright.

The court finally ruled that the use of video cassette recorders (VCRs) to copy proprietary information was not “copyright infringement” in which Napster is being accused. RIAA further sought help from the Digital Millennium Copyright Act (DMCA) of 1998 an amendment to the copyright act of 1976. Under DMCA the transfer of electronic information of any kind is protected from unwarranted duplication and use. 
In 1989, the GNU General Public Liscense (GPL) was granted to allow software to be free and modifiable. The GNU GPL, of all the free software licenses, is the one that most fully embodies the values and aims of the free software movement, by ensuring the four fundamental freedoms for every user. These are freedoms to 0) run the program as you wish; 1) study the source code and change it to do what you wish; 2) make and distribute copies, when you wish; 3) and distribute modified versions, when you wish (GNU Website).
On the other hand companies like microsoft see DRM as an essential technology for protecting proprietary information. “Without DRM, people will steal and artists won't get paid" (Craphound.com)! 
Examples of DRM:

We have already seen the Napster v. RIAA controversy which protected proprietary music files from being downloaded without fair compensation to the rightful owners. DRM can, however, take many forms. DRM consists of nothing more than some technology that controls access to proprietary information. Thus DRM is a program, code, or technology that restricts use to information, nothing more. DRM can be code that creates some technology for the purpose of protecting access to other computer technologies. With this in mind DRM can, and has, taken many forms.
When you come to a screen with login information required that is DRM in action. When you download a file for personal use and are allowed, through computer code, only one copy on your computer that is DRM in action. When companies like Napster, Kazaa, and Morpheous are instructed to receive compensation for their sharing of music files that is the law and DRM in action. The copying of digital content to local computers is prevented through DRM technologies, another case of DRM in action. 
Another more ubiquitous form of DRM is called Regulation by Code. With regulation by code, a theory by Lawrence Lessig, code becomes the law. He sees the coming of commercial, ecommerce sites, as architecture construed that eventually needs control. Regulation by code is that control. “Prof. Lessig maintains that the nature of cyberspace is about to flip from unregulability to regulability, through the use of ‘architectures of control’” (Simpson). 
In some cases DRM prevents the playback of DVD movies on DVD players. Or DRM restricts the playback of music files on newly created music players unless the music is from a proprietary source. 

The point I’m trying to make with these examples is that DRM is a technology, only, to prevent access to and control of information in one way or another. DRM can take many forms for many purposes but is actually just a technology produced to prevent unwanted use of restricted digital content. 
DRM for the Common Good:
I’m not going to take any sides to the issue of DRM; weather I believe in its existence and use or not. DRM is an evolutionary process that lies side by side with the exponential growth of technology. This exponential growth in technology brings with it needs and concerns. The needs and concerns that have arisen with internet technologies growth is weather information over cyberspace should be available, without constraints, to the general public or weather this information should be owned. This is the point with regards to DRM. Should information that was long seen as “free” now be restricted and owned or controlled by DRM technologies? 
In the early days of the internet information was freely exchanged without thoughts or concerns about who owned the information. Now with information being copyrighted and seen as personal property the free exchange of information is becoming a thing of the past. I’m not trying to take sides as to weather this free information should remain free or not. I’m trying to alert you the reader of the importance of the early days of the internet where information was truly “free.” 

To me the internet is an intellectual commons area similar to a physical commons area like a park or some conservation land where the general public can congregate to do, within legal conditions, as they please. This intellectual commons area in its beginnings was a place where people could share and exchange information on a large scale without the thought of compensation or restrictions. Computer programmers in the internet’s early days freely exchanged information about their code creations (programs) without the though of theft, piracy, compensation, and unlawful activities. 
Today these programs that were so freely exchanged and shared are now owned and compensation is now required to use them. The intellectual commons area where people first gathered to exchange and share information is slowly being replaced with a restricted and compensation based medium. This is what Lessig means when he states that “cyberspace is becoming more regulated. Its regulation is its code, and its code is changing” (Lessig).
Conclusion:
It is technology that is the controlling factor within cyberspace. In the beginning it was technology which created the programs we shared and used that disseminated information freely as never before. As more and more technology was invented, we more and more, wanted to use that information, freely. But as the significance of these technologies grew, proprietary ownership of these technologies, or the information they produced, began to emerge. Information, because of its expanding nature through technology, began to be owned. “The answer comes down to copyright. The digital revolution that has empowered consumers to use digital content in new and innovative ways has also made it nearly impossible for copyright holders to control the distribution of their property” (Layton).  Technology then became the catalyst for restricting information through DRM even though it also supports the free use of information. Whatever the desires of people in cyberspace, technology is evolving to satisfy these desires and will continue to do so in the future.
Even more technology was created to support this proprietary ownership. The internet itself, CD burners, P2P networks and blank-micro cassettes (Layton) all show the advance of technology and the use of DRM. The internet or cyberspace is now filled with proprietary technologies as well as technologies still regarded as free to the public. The point here is that it is technology that is paving the way for both proprietary ownership and freely exchanged information on the internet. Technology is the driving force behind those who see information as proprietary and those who see it as “free.” Where will technology, especially in cyberspace, lead us in the future? It certainly will be the guiding medium that defines our cyberspace environment and will determine future trends for both sides of emerging issues.
The effect of legislation on information technology can best be summed up by reviewing the already mentioned case from above. The RIAA v. Napster case of 1999 showed just how legislation is affecting the information technology field. In that case legislation in the form of DMCA caused laws and policies to be formed to remedy a volatile situation within the music industry. These laws and policies affect the information technology field because with more and more legislation the free use of technologies once truly free are becoming restricted and as a result the common knowledge once shared is now owned and proprietary.
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